
CONTEXT
Records in the cloud is an InterPARES project. It’s a 4-year 
collaboration between the University of British Columbia (UBC) and 
several European and North American universities, aiming to study 
management, operational, legal, technical issues on cloud 
computing, as well as clarifing policies and procedures in order for 
a provider to implement cloud services while understanding risks 
and benefits. 

RiC Switzerland is a research project analysing 5 aspects of 
cloud computing in order to understand what it requires to 
implement “Records in the Cloud” in Switzerland. It is focused on 
the German and French parts of Switzerland which account for 
85% of the Swiss population. The main purpose of this study is to 
suggest a set of good practices related to the use of cloud 
computing in the Swiss context. 
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Levels of services*

Data
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Main types of cloud models**
● Public cloud: Made for general public 

and owned by a third-party.
● Private cloud: Specially made for one 

organization, it is in principle more 
secure.

● Hybrid cloud: Combination of at least 
one public and one private cloud.

                                     -  Firewall solutions.
                                -  Back-up systems so no data will ever be lost.
                            -  Disaster recovery plans.
                            - Multiple authentification levels to prevent hacking.
             -  Replications of the data in other data centers.
      -  Encryption method available if the customers require it.
    - Insurance policies and compensations in SLA contracts.
  - Automatic tests and data cloning for control of data integrtity.
   -  Customers know exactly in which data center in Switzerland their 
       data are  hosted and who have access to it.
         - Same level of security when having subcontractors.
                               - Employee background checks.

 

Main security  
       issues

                                                      - Swiss Federal Data Protection Act                                  
                   - Swiss Federal Ordinance on Data Protection Certification 
               (DPCO): Guidelines on the minimum requirements for a data 
                protection management system. Based on the DPA. 
         - ISO/IEC 27001: 2013 formally specifies an Information Security Management       
           System (ISMS), a suite of activities concerning the management of information  
security risks. 
- Cloud Security Alliance Certification. CSA: world’s leading organization dedicated 
to defining and raising awareness of best practices to help ensure a secure cloud 
computing environment.
- Legal contracts when no certification acquired.
- International Safe Harbor Privacy Principles: The US Department of Commerce  
developed privacy frameworks in conjunction with both the EU and the DPA and
the Information Commissioner of Switzerland. Decision invalid since 10/2015.
- EU legislation not applicable in Switzerland.

Concerned  
   legislation

                              
                         
                Managerial aspects
- Hosting: Datacenters are located exclusively in Switzerland.
- Trial experience is usually available.
- Contracting: Increasing demand for standardisation (SLAs)
- Implementation: Timeframes depend of the customer’s business size and 
internal management cycle - from 30 seconds to 3-6-12 months; methods of 
technical implementation (big-bang - all at once or slow roll-out) are also 
selected by customers; only SaaS providers participate in deployment mechanism.
- Information governance practices: Cloud providers don’t contribute yet.
They are ready to provide support on customer’s request,
- Adoption and staff training might be a part of the provided support or to be offered
at the customer’s request.
- The cancellation and termination of subscriptions are regulated by terms 
of conditions.The data may be transferred back with cloud provider’s assistance.
- Most providers don’t have a concrete recovery plan in case their business 
unexpectedly fold.
- Cloud computing services work independently of data retention schedule 
and lifecycle management.
- There is no cooperation with archival institutions.

                     
                - The cloud has advantageous    

              pricing compared to traditional IT, but the 
              Swiss cloud is not the cheapest.
             -From pay by the hour to monthly plans,  
     depending on the service.
    -Newest providers offer easier modes of payment,   
     pre-pay, etc.
    -Mostly swiss customers, but a good number of  
                   international ones, too.

  - Open-source vs vendor lock-in: Open-source
     is the standard in the world of telecom and hosting
  - Multi-tenant: The multi-tenancy model is the preferred way,
because it is easy to update and to offer price benefits.

        Sometimes, the cloud provider can offer an alternative, but it is rare.
 -  Encryption: Not all data are systematically encrypted due to performance       
reasons, only the most confidential ones.

 - Archiving and governance tools: The providers haven’t specially thought about  
  the compatibility with archiving or governance tools in their cloud computing  
  services. In most cases, it is because they provide IaaS.
    - Integrity and authenticity of data: Often, the providers refer to ISO 27001
       about confidentiality, integrity and avaibility of data. But they don’t
          have particular considerations about authenticity of data.

Technological   
      options
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